
Table of Contents

The Author

List of Abbrevations

Chapter I . General Background of the Country

$ l. GaocRApHy nNn DErvocRApHrcs

$2. EcoNoMrc PRRr,oRvRNcR

$3. THn ICT IxousrRy
I. The Internet

I I .  Fihre Opt ics
A. International Network

l. The East Afi ican Marine System
2. The Eastern Afiica Submarine Cable System
3. The South East Afi ica Communication

B. National Fibre Network
III. Mobile Telephony

$4. CoNcLUSToN

chapter 2. The Regulatory Framework for the ICT Industry

$ l. THE Por-rcy FRRvEwoRr
I. National Development Framework

A. Vision 2030 and ICT: Business Process Oll.-Shoring
II. The National ICT Policy

A. Equity Ownership in Operators in the ICT Industry

$2. AnvrNrsrRATrvn FRRruswoRr
I. The Ministry of lnfbrmation and Communications

II. The National Communications Secretariat
III. The Communications Commission of'Kenya
IV. The Communications Appeal Tribunal
V. The Kenya ICT Board

a-')

r3

2 l

21

22

25
28
29
29
29
30
30
3 l
a a
-1-')

39

40

40
40
40
4 l
42

5 l
5 l
53
53
55
56

5



' l ir l l lc 
of (l lntents

r\  I  
' l 'n t r  

l . l1( ;n t .  FnRvtrwtxrc
l .  Murkct  Structurc

ll. ( icncral Provisions on Licenses and conditions
|  |  l . ' l c l cco lnmunica t ions  Serv ices
lV. l{adio Communications

A. Mcaning of Radio Communications
B. Scopc of Application
C. Radio Communications Licensing
D. Regulations on Radio Communications
E. Use of Interf.ering Equipment

V. Broadcasting Services
A. Broadcasting Prior to 2009

l. Ahmed Rttshid Jibril v. East African Television Netwr^:rk LtrJ
B. Broadcast l icensing aficr thc Kcnya c.mmunicar.ions

(Amendmenr) Act. 2008
l. Wez,an Radio Group Ltd v. CCK

c. Broadcasr-ing Regulation provisirns o| thc KIC Act
l .  Func t ions  o f 'CCK
2. Classification ol' Broadcasting Scrviccs
3. Rcstriction against Cross-mcdia Owncrship or

Conccntrations ol' Mcdia Control
4. Equity Owncrship and Control ol ' a Broadcasting Ent Ttics
-5.  Projcct ion ol 'Kenya's Cul turc and Idcnt i ty
6. Liconscs lt lr Forcign and Subscription Scrvicc Brga<Jc .astors
7. Broadcasting Contcnt Stanclards
tl. Complaints Proccdurc
9. Public Emcrgoncics
10. Ofl 'cnccs and pcnalty
I  l .  Transi t ional  provis ions

D. Gencral  Provis ions .{ 'L iccnsing undor the KIC Act
E. Public Broadcasting
F. Community Broadcasting
G. Private Broadcasting Serviccs
H. Programme Codo
I. Responsibil i t ics ol ' Broadcastcrs
J. Revocation ol'Licenses
K. Regulations on Broadcasting
L. Cclmplaints Procedure
M. Signal Distribution Serviccs
N. Broadcasting Content Advisory Council

VI. Digital Broadcasting
A. Digital Broadcasting Standards
B. Signal Distribution
C. Broadcasting Content
D. Policy and Regulatory lssues in the Transition to Dieital

Broadcasting
E. Consumer Issues

5l
57
64
76
8 l
t i l
82
82
83
tt3
86
86
tt6

tJ8
8u
90
9 l
9 l

92
92
92
92
93
94
94
94
94
95
96
96
97
97
9ti
98
99
99
99

100
t02
1 0 3
1 0 3
1 0 3

t04
104

Table of Contents

$4. CoNcLUSToN

Chapter 3. Fair Competition, Equality and Consumer
Protection

$ l .  INrnoDUCTtoN

$2. HrsroRtcAI- BncrccRouNn

$3. Tun LEcnr- FnRvnwoRK FoR Farn CovpETrrroN AND CoNSUMER
PRorncrloN

I. Thc Constitution
I I .  Thc Kenya Infbrmat ion and Communicat ions Act,  l99g:

Competit ion in Telecommunications
A. General Provisions
B. Tclkom Kcnya's l-egal Monopoly over ccrtain Services
C. Tar i l I 'Rcgulat ion
D. Intcrconncction
E,. Intcrconncction of Fixed Telephone Networks
F. Thc Kcncell Ltd and Tclkom Kenya Intcrconnection Dispute
G. Intcrconnection Rates and Thrif l,s ior Mobilc Cellular Seivices
H. Impact ol 'thc Determination in the Telccommunications Scctor

106

1 0 8

i l0
l t 0

r05

t06

l l t
l l l
l 5
l 5
1 6
t 1
l 8
t 9

r 39s\-1

l. Taril l .s l irr Voice Services
J. Subscriber Numbers and Growth

l .  lmplcmcntat ion of-  Phasc 3
2. Premium Rate Services

K. Numbcring
[,. Numbcr Portabil ity

M. Tclcc<lmmunications Numbering plan fbr Kcnya
N. Gcographic numbers
O. Non-Gcographic Numbers
P. Quality of Scrvicc Standards (eos)

III. Thc Rcstrictive Trade Practices, Monopolies and pricc Control Act
A. Restrictive Trade Practices
B. Discr i rn inat ion in Supply
C. Predatory Trade Practices
D. Collusive Tendcring and C<ll lusivc Bidding
E. Control ol 'Montlpolics and Conccntrations of Economic Power
F'. Control ol'Morgcrs and Takeovcrs
G. Pricc c.ntr.l. c.sts c.nt*rl and I)isplay of prices

[ ] N t v t r n s n t .  S I I R V t ( ' l l

( ' o N r ' t . t r s t (  ) N

1 2 2
1 2 2
124
t 2 4
124
125
126
126
t26
1 2 7
1 2 7
129
r30
r3r
132
t34
r 3 5
t37
r 3 8

s\5 t40



'lirble of Contents

('haptcr 4. Intellectual Property

s\ l .  lN' t 'nonucttroN

t4 l

, \ )s - . (lopyr<rcHr: LncRL PRorecrroN op Col,lpurrlR Pnocnnvs
I. Works Eligible firr Copyright Protection

I I .  Mcaning of  'Author '

III. Nationality
IV. Role in the Creation of the Work
V. Duration of Copyright Protection

VI. Moral Rights
VII. Avoiding the Problem of Copyright in Perpetuity: Non-Human

Authors
VIII. Digital Copyright

A. Born-Digital Works and Computer Programs
B. Electronic Rights Managcment

IX. Legal Protection ol'Databases
X. Assignment and Liconscs

XL The Kcnya Copyright Board
XII. Nature of Copyright in Litcrary, Musical or Artistic Work

XII I .  Fair  Use
A. No Fair Usc of Computcr Programs'/
Nature ol 'Copyr ight  in a Sound Rccording
Copyright in Broadcasts
Inlringcment, Rclicl '  and Dcl'cnccs
Rclicf
A. Anton Pil lcr Ordcrs
B. Other Remcdics
Dcl'cncc
Authentication
Gencral  Pr inciplcs ol '  Cr iminal  L iabi l i ty
Copyright Inspectors
Works in the Public Domain
Collective Administration ol' Copyright
Competent Authority (Copyright Tribunal)
Regulations and Extcnsion o1-Application ol' the ACT

$3. AsnoGATroN oF CoMMoN LAw Rrcnrs
I. Trade Marks and Domain Names

A. Gencral Principles ol'Trademark Law in Kenya
B. Domain Names

l. Background
2. Establishment of Kenya Network Infbrmation

Centre (KeNIC)
3. The Functions of KeNIC
4. Registering a Domain Narnc
5. Domain Name Disputc l lcsolution

t4 l

l4 l
141
143
t43
144
144
145

t46
t 4 8
1 4 8
149
1 5 0
152
152
1 5 3
154
r 55
t 5 6
t 5 l
l5 r l
1 5 9
r 59
1 6 0
t 6 l
r 6 l
162
162
r63
r63
1 6 3
164

164
164
1 6 5
t61
161

r68
r68
t69
l l o

XIV.
XV.

XVI .
XVII .

XVIII.
xIX.
XX.

XXI.
XXII.

XXIII.
XXIV.

XV.

6. KeNIC's Unifbrm Domain Namc Disputc Rcsolution
7. Applicable Disputcs
8. Evidence ol'Registration and Usc in Bad Faith

II. Sol'tware Patents

$4. CoNcLUSToN

Chapter 5. Electronic Evidence

$ l .  INrnoDUCTroN
I. General Principles of thc Law of Evidence

II. Electronic Evidencc
A. Pcriod I: 1963-1999 Common Law Principles and the

Admission of Electronic Evidence
|. Nguku v. Republic
2. Achieng v. Republic
3. Jane Betty Mwaiseje & 2 others v. Republic
4. Republic v. Parvin Sinnn Dhalay & Another

B. Period l l:200V2008 - Admission of 'Computer PrintOuts',
Microfi lms, Facsimile Copies
l. Flugence Otieno Kessct v. Republic
2. Rarclays Bank Plc. v. Art.s 680 Ltd
3. Kay Construction Compuny Ltd v. Malezi Muthama
4. Cynthia Kuvochi Lultegu & 6 others v. Tburi.w Promotion

Services Ltd & Another
C. Pcriod III: 2009 and Bcyond: Electronic Records as a Special

Catcgory of Evidence
D. Admission of Electronic Records and Reproductions of Such

Records
E. Presumptions of Evidencc

rs l .  CoNcLUSToN

('hapter 6. E-Transactions, E-Commerce and Data

s\ |  INtnolrucrloN
I .  E lcc t ron ic  Transact ions

n.  E lcc t r< ln ic  Cash
l ] .  ( 'hcquc ' f runcat ion (Papcr lcss Chcquc Clear ing)
( ' .  l ) i g i t a l  S igna tu rcs

l .  l l cg t r l l r t i o r r s  l i r r  l t l c c t l r r n i c  S ig r ra tu r cs
l ) .  l l  (  i ove  l ' r r r ne  r r l

l l .  l ' . l t ' t ' l t o t t i t '  l t t ' t ' o t t l s

Protection l89

t 8 9
t 8 9
1 9 0
r93
194
r95
1 9 6
t 9 l

Table of Contents

Pol icy l7O
t 7 l
n l
1 1 2

173

175

t75
1 7 5
t76

t76
1 1 1
1 7 8
1 7 8
t79

I tio
I t i l
r 82
182

1 8 3

r 83

t85
I 8 6

1 8 7



Table of Contents

A. Retention of Infbrmation in Original Form
l. Judicial InterpreLation ol' Electronic TransacLions Law:

The KEMSA Case
2. Thc Dispute
3. The Decision of the High Court

B. Retention of Electronic Records
C. Formation and Validity of Contracts
D. Attribution of Electronic Records

III. Data Protection
A. The Constitution of Kenya
B. The KIC Act

l. Directory Inlbrmation Services
2. Ministerial Regulations on Privacy of Telecommunication
3. Prohibition against Unlawf.ul Interception and Disclosurc

of a Message
4. Prohibition against Disclosure of Personal Infbrmation

Through Radio Communication Apparatus
5. Goneral Rcstrictions on Disclosurc o{' lnlbrmation

( ' .  ' l 'hc Banking Act
l )  l . iccrrscs Issucd to Tclecommunicat ions and Radio

( 'orrrnt t rn ic l r t  ions Opcrators

\ . '  r \  (  '  ts t '  t , (  ) l {  l  .nw l t t r t ,onrr , t

\ {  ( ' ( ) N ( l t S t ( ) N

(  ' l r r rp l r ' r '  
7 .  (  ' yhc rc r i l l t c

" s  
|  .  l N  t  t < r  ) t  ) t  l ( " l  t (  ) N

s\2.  ( 'vnrrr t ( ' ruMt1 rN KF.NYA
I. Cybcrcrimes undcr the Penal Code

A. Inlormation as a Thing Capablc ol 'Bcing Stolcn
B. Forgery
C. Making Documents or Electronic Records without Authority
D. Uttering Cancelled or Exhausted Documcnt or Elcctronic

Record
II. Cybcrcrimcs under the KIC Act

$3. Cese FoR LAw RBr--onv
I. The Liability of Telecommunications Servicc Providers fbr

Third-Party Content
Apparent Inadvertent Criminalizing of an Act of Obtaining a
Computer Service
Balancing the Gravity of the Oll'ence with the Severity of
Punishment

il.

191

191
199
200
201
201
202
203
203
203
203
203

204

204
204
205

205

208

209

2 t o

2t0

2 1 2
2 1 2
2 1 2
213
2t4

214
215

223

223

224

225
III.

Table of Contents

A. Unauthorized Access to or Intcrccl'rt ion of Computer Scrvice:
Section 83W( I )

B. Unauthorized Interception o1-Conrputcr Service: Scction 83X
C. Re-Programming o1'Mobile Phono Scctions 84G, 84H

IV. Apparent Lenicncy in the Punishmcnt lor Electronic Fraud

$4. CoNcLUSToN

chapter 8. A Note on Kenya's Draft New constitution and
Concluding Remarks

$ l .  GeNeRAL CoNCLUDTNG ReunRrs
I. Kcnya's Drafi New Constitution and Its Implications fbr the ICT

lndustry
A. Privacy and Confidentiality

l. Privacy and the Current Constitution of Kenya
2. Privacy and the Drali New Constitution

B. Freedom o1' Exprcssion
l. Freedom o1' Expression and the Current Constitution

of Kcnya
2. Frecdom ol'Expression and thc Drali New constitution

C. Prcss Frcedom
l. Prcss Frccdom and thc Current Constitution of Kenya
2. Press Frccdom and thc Drali Ncw Constitution

D. Right ol 'Access to Public Inf ormation
l. Access to Public Information and the Current. Constitution

of Kcnya

E.

2. Access to Public Information and the Drali New
Constitution

Consumer Rights
l. Consumer Rights and the Currcnt Constitution
2. Consumer Rights and thc Drafi New Constitution
Thc Place of ICT in the ()rganization of the Functions of
(iovornmcnt
l. Organization o1'the Functions of Covernment in the

Curront Constitution
2. ' l 'hc 

Organization of the Functions of Gclvernment and the
l)r i t l i  Ncw Const i tut ion

s \ 1 .  ( ' (  ) N (  t  t r s t (  ) N

S c l c t ' t t ' t l  l i  i b l  i o s r i l p h y

l r t t l t ' r

225
226
226
226

221

228

228

229
230
231
231
231

231
232
232
232
232
234

234

234
235
235
235

235

236

237

238

239

241


