






scientists do have a distinctive attitude toward
uncertainty, characterized by a detached and patient
search for verifiable truth.

Unlike the fatalistÕs passivity, the fanaticÕs blind
faith, and the scientistÕs detachment, the risk man-
ager has a pragmatic attitude toward uncertainty:
The future may be uncertain but it is not unimagin-
able and what I do can shift the odds in my favor.

Unlike the scientist, the risk manager is not try-
ing to be objective; he has an ax to grind, either for
himself or someone else. Values and beliefs are to be
acted upon, not dismissed. The risk managerÕs first
concern is achieving useful results, not gaining a
clearer picture of the truth for its own sake. As we
will see, a risk manager has more to gain from some
truths than from others, which dampens his enthu-
siasm for searching for truths that cannot help him
decide what to do.

The risk manager, unlike the scientist, does not
wait indefinitely for additional evidence to resolve
uncertainty. He knows the opportunity to act might
not come again so he must act now, even if the right
answer is far from obvious.

The risk manager shares the scientistÕs intention
to be rational , which sets them both apart from the
fatalist and the fanatic. But this shared desire for
rationality does not necessarily lead the risk man-
ager and the scientist to the same conclusions from
the same set of facts, for their assumptions and
motives are often quite different. The scientist uses
fact and logic to describe the world more accurately.
The risk manager uses fact and logic, to the extent
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that it is practical, to determine what he ought to do
to advance his interests.

PINNING DOWN THE MEANING OF RISK

Earlier we said that risk means being exposed to the
possibility of a bad outcome. To get any further, we
have to decide what we mean by a bad outcome. It is
hard to exaggerate the importance of being as clear as
possible about the meaning. As the saying goes, ÒIf
you donÕt know where you want to go, any road will
get you there.Ó

With the possible exception of death, there is no
universal definition of Òbad outcome.Ó It depends on
the specifics of the situation you are facing. If you
are deciding which movie to go to, a bad outcome
might be boredom. If you are deciding whether to
take your raincoat, a bad outcome might be hypo-
thermia. If you are deciding whether to take out a
second mortgage to buy oil futures contracts, a bad
outcome might be bankruptcy. To make matters
worse, there may be more than one kind of Òbad out-
comeÓ in a particular situation. You might have to
weigh the pain of hypothermia against the pain of
looking unfashionable in last yearÕs raincoat.

One way of thinking about this need to be spe-
cific about risk is to imagine that your decision is
the next move in a game. Before you decide how to
move, you have to know what game you are playing
and how the score is kept. The consequences of
muddled objectives can be devastating.
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ically correct than others). These different meanings
of a bad outcome could have led to very different
decisions and very different results.

Some questions almost always come up when
you are deciding what risk means in your particular
situation:

¥ How do you measure results? Is the score tal-
lied in money, mountains climbed, or number
of lives saved?

¥ What is your starting point for measuring
results? If making money is your game, are you
driven by a need to make enough money to
retire at 55 and maintain your present standard
of living or to make more money than your
insufferable brother-in-law Harvey makes?

¥ When does the game end? Are you more con-
cerned about immediate results or longer term
results? If you are making choices that you
hope will improve your five-year-old childÕs
chances of getting into Harvard, the game 
ends in thirteen years. If you are about to bet
the ranch on 23 red, the game might end in 15
seconds.

There are other questions that will come up
when you are trying to be specific about the meaning
of risk that applies to your particular situation, but
we will leave these for later. Here we just want to
emphasize that the clearer your understanding of
what you are trying to avoid or to accomplish, the
better your chances of making a good risk decision.
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AN IDEALISTÕS APPROACH 
TO MANAGING RISKS

The Holy Grail of risk management is to find the
best possible decision to make when faced with
uncertainty. Usually we are thrilled to find a deci-
sion that is merely good, but there is actually an ele-
gantly logical way to find the very best decision
among all conceivable decisions. If this sounds too
good to be true, it usually is. I have not forgotten my
earlier statement that there are no magic formulas in
risk management. But it is worth ignoring the messi-
ness of real life for a moment to look at an idealized
decision-making process. Knowing the ideal
approach will help us to see what we are really doing
when we make a risk decision and to judge the
strengths and weaknesses of the more practical
methods we use to muddle through in our actual
decisions.

Suppose that I offered you the following opportu-
nity: I will draw one card from a standard deck of
playing cards. If the card is a spade, I will pay you
$100. If it is the ace of spades, I will pay you $1,000.
If the card is not a spade, I will pay you nothing. You
must decide how much you are willing to pay me to
play this game. The right answer to this problem is
not apparent, despite the simplicity of the game
itself. You might even doubt the existence of one
and only one right answer. However, in our ideal
world, there really is only one right answer and it is
the very best decision you can make under the cir-
cumstances, although the answer only works for
you, not your brother-in-law Harvey. His beliefs and
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of drawing the ace of spades is 1Ú52 or 1.9 percent.
There are 13 spades in the deck including the ace, so
there are 12 chances in 52 of drawing a spade that is
not the ace, giving us a probability of 12Ú52 or 23.1 per-
cent. There are 39 cards that are not spades, so there
is a 75 percent probability ( 39Ú52) of drawing one of
those. Because there are no other possible outcomes,
our probabilities must add up to 100% and they do
(1.9 + 23.1 + 75 = 100).

Be aware that your commonsense probability
beliefs make the crucial assumptions that I am not a
card shark and that the deck is not defective (no
missing or duplicate cards). You are making a leap of
faith that the game is not rigged against you. For
example, a defective deck might be missing the ace
of spades, giving you no chance at all of winning the
$1,000 prize. This element of faith is always present,
to some degree, in any decision you make under
uncertainty, for it is you and you alone who must
decide and there is never any outside source or
expert that you can trust to be completely reliable.
In the end, your beliefs are the only beliefs that mat-
ter. That is why we called your probability assess-
ments beliefs Ñ to remind us of their personal and
subjective nature. To keep things simple, we will
accept your assumption of a fair game.

As an aside, a rigorous scientist might take a very
dim view of what you just did. After all, no one has
produced any observations from well-controlled
experiments with this particular dealer or deck of
cards. He would not accept your assumption of a fair
game without evidence. Having no data, the scien-
tist would refuse to assign any odds, would refuse to
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play, and would pass up any chance of winning the
$1,000 prize.

Finally, we need your preferences for the payoffs
from each outcome. How much pleasure would you
get from winning $980 or $80 and how much pain
would you feel if you won nothing and lost your
entry fee of $20? Vague descriptions of your mood
state are not good enough, you must put numbers on
your preferences. Is winning $980 twice as satisfying
as winning $490? Probably not, but is it 1.8 times as
satisfying or 1.6 times as satisfying? Every time you
make a risk decision you are implicitly assigning
numbers to your preferences. I am asking you to
make your preferences conscious and explicit.

But how can this be done? It is easy for us to say
that we like apples better than oranges. But saying
how much better seems much harder and possibly
irrelevant. It may be hard but it is not irrelevant,
because whenever we choose to do something that
involves giving up some of one thing to get more of
another, we are implicitly saying by how much we
prefer one to the other. One of the principal asser-
tions of risk management is that it is better to be
explicit about your preferences, because doing so
allows you to apply the power of logic to make a bet-
ter decision than you would make with fuzzy, dimly
perceived preferences. Admittedly, having explicit
preferences when choosing fruit at the grocery store
may not improve your life very much, but having
explicit preferences when plotting a financial strat-
egy for your retirement may improve your life
immensely.
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If you pay $20 to play and the ace of spades is
drawn, you gain $980 and experience a satisfaction of
7,591 utils (reading off your utility curve in Figure
1.3), on which $980 corresponds to 7,591 utils). If a
spade not the ace is drawn, you gain $80 and experi-
ence a satisfaction of 6,985 utils. If no spade is drawn,
you lose $20 and experience a satisfaction of 6,888
utils. If you refuse to play, you gain or lose nothing
and you experience a satisfaction of 6,908 utils.

Knowing all this might be interesting, but you still
do not know what to do. How do you weigh the mer-
its of playing at $20 against the merits of not playing?
Playing at $20 involves risk (the possibility of a bad
outcome) but also offers the possibility of a reward.
Not playing avoids the risk but passes up any chance
for the reward. Since you do not know in advance
which outcome will occur, how do you decide? How
do you weigh the risky choice against the riskless
choice? We will use one of the greatest insights in the
development of modern risk management.

John Savage, a pioneer in decision theory, showed
that it is logically consistent to compare the
expected utility of a risky choice to the utility of a
riskless choice. If the expected utility of the risky
choice is higher than the utility of the riskless
choice, then taking the risk is the logical thing to do.
We can weigh two or more risky choices against one
another by comparing their expected utilities. The
best choice is the choice that has the highest
expected utility.

But what, you ask, is expected utility? We will
get to that shortly, but first we need to set the stage
by clarifying what we mean by logical consistency.
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In the end, we want to find a decision that is log-
ically consistent with your beliefs (about the proba-
bilities of all the possible outcomes) and your
preferences (the amount of satisfaction you would
experience from each possible outcome). You are the
decision maker and we want to respect and reflect
your interests. We also want to reject any decision
that is blatantly illogical when compared to other
decisions you would make in similar situations Ñ
like the simple gambles we used to assess your util-
ity curve. You do not want to be illogical if you can
avoid it. There are several requirements for consis-
tency. As one example, if you prefer A over B, and
you prefer B over C, logical consistency requires that
you prefer A over C. If you are indifferent between A
and B and you are indifferent between B and C, you
must be indifferent between A and C. If you pick A
over B and you are indifferent between B and C, you
must pick A over C. These choices are nothing more
than common sense, but consistency can be surpris-
ingly hard to achieve when making decisions that
involve risk.

Fortunately, using Savage Õs insight on expected
utility, we can avoid these and other logical blun-
ders. We are going to calculate the expected utility of
each alternative decision and select the decision that
has the highest expected utility. Then we are done.
We will have chosen the best possible decision that
is consistent with your beliefs, your preferences, and
the facts of this particular situation.

Now, finally, what is expected utility? Expected
utility is a weighted average of the utilities of all the
possible outcomes that could flow from a particular
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decision, where higher-probability outcomes count
more than lower-probability outcomes in calculating
the average. For example, if a particular decision
gives you an 80 percent chance of experiencing 1,000
utils and a 20 percent chance of experiencing Ð200
utils, the expected utility of making this decision is:

.80 � 1000 plus .20 � (Ð200) equals 760 expected utils

This calculation is intuitively reasonable because
everything else being equal, an outcome with an 80
percent probability is much more important to your
likely satisfaction than an outcome with 20 percent
probability. The decision with the highest expected
utility is anticipated to produce higher satisfaction,
averaged over all its possible outcomes, than any
other decision. In other words, each alternative deci-
sion puts you on a different path into the future and
the best decision puts you on a path that offers the
highest satisfaction on average, considering the like-
lihood of all its possible outcomes along the way.

Using expected utility to identify the best deci-
sion makes intuitive sense, but some fancy mathe-
matics is required to demonstrate that maximizing
expected utility is indeed the right thing to do (and
there is lively debate among the experts on the finer
points of this principle).

Finally, we have all that we need to determine
the best decision for you. We have identified the
decision you must make (whether to buy a $20
ticket to play this game). We have identified the
uncertain event (drawing the card), all its possible
outcomes (ace of spades, spade not the ace, not a
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spade), and the payoff from each outcome ($980, $80,
or Ð$20). We have assessed your beliefs about the
probabilities of each outcome and your preferences
for the payoff from each outcome (expressed in units
of utility). Last but not least, we have determined
your objective (to find the decision that offers you
the highest expected utility).

We now calculate the expected utility of each
decision you could make. If you pay $20 to play, you
have a 1.9 percent probability of 7,591 utils, a 23.1
percent probability of 6,985 utils and 75 percent
probability of 6,888 utils. Your expected utility of
playing is:

(.019 � 7,591) + (.231 � 6,985) + (.75 � 6,888) = 6,924

If you do not play, you have a 100 percent proba-
bility of 6,908 utils. Your expected utility of not
playing is:

1.0 � 6,908 = 6,908

Because paying $20 to play has a higher expected
utility (6,924 utils) than not playing (6,908 utils), you
should be willing to pay at least $20 to play. In fact,
you should be willing to pay more than $20.

To find the very highest price that you should be
willing to pay, we find the price that offers the same
expected utility as not playing, namely 6,908 utils.
At that price you are indifferent between playing and
not playing.

By calculating the expected utilities of a range of
ticket prices we see from the following list that a price
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appraise yourself, the landscape, and your opposition

2. Positioning
• Which company has, or is likely to obtain, a distinct advan-

tage in business climate or operating terrain? Who has the
best working situation, the best hardware and software, and
the best resident skill set? Would you rather work with them
or compete with them?

• Is the company’s business plan and corporate life-cycle plan
short-term (develop a technology and market advantage, then
be acquired) or long-term (be a viable, growing business with
plans to stand alone as long as necessary)? Neither is the
wrong approach. Knowing what their plan is can help you
make the right strategic decisions.

• Who operates from the most attractive location that appeals
to the best workers and offers the best lifestyle?

• Who can pay more or offer the premium stock-option package?
• Is there a heavy reliance on contractors and temporary work-

ers? That can be good in some circumstances and bad in oth-
ers, depending on the company’s long-term prospects and
expenses, and how it operates from contract to contract.

• Is your company built to last, or built to flip? In other words,
do you want to have a long-term presence, or do you want to
be acquired? What about your competitor? What about the
partners who help your company succeed? How could the
flipping of other companies affect you?

3. Skill and discipline
• In which organization are the instructions of management

best implemented? In which organization are the processes of
product development most efficiently executed?

• Which company’s workers are more educated, talented, and
hardworking? Note: compensation can play a big factor here.
Judge carefully—in some cases workers are overeducated and
ill-suited for their jobs.
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• What is the employee turnover rate? Low is good as long as
the company isn’t stodgy. High is not necessarily bad if new,
talented workers are acquired in a steady stream and salary
costs are reduced.

• Are there ongoing training and educational development
opportunities for all workers? If not, is that something you
offer that could draw employees away from a competitor?

• Which company administers rewards and punishments in a
more enlightened and correct way? For example, are salary
increases and stock options based on performance? How are
unproductive workers reassigned or handled? How are layoffs
conducted? Are significant bonuses awarded for products that
are delivered beyond spec, ahead of time, and under budget?

If you can answer these questions honestly and correctly, you can
attain a complete picture of the competitive landscape, which is essen-

QUICK TRICKS

Download a searchable copy of the VARBusiness 500 listings from
www.varbusiness.com. It’s a listing of the top value-added resellers, inte-
grators, and IT consultants in business today. As a starting point to grow
your business, it identifies key competitors and starts your competitive
analysis, possibly helping you identify partnership possibilities. The in-
vestment is $300, which is much less than you’d pay one of your employ-
ees to gather this information on company time. Visit places like CNet
(www.cnet.com), Internet World (www.internet.com), Computer Select
(www.computer-select.com), Quote.com, Lexis-Nexis (www.lexis-nexis
.com), or Standard & Poor’s (www.standardandpoor.com/). Each site,
competing head-to-head on the Internet for your business, holds a wealth
of information about you and your competition.
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tial for any battle. You can predict who is likely to gain or lose market
share. Go to trade shows. Read trade magazines. Pore over full-blown
analyst reports. Talk to ex-employees of your competition. The infor-
mation is out there. Collect it. Discover what works for others and
absorb their process and technology, then leverage it with your own
special flavor.

Not So Covert Operations—A Case Study 
in the Power of Analysis
In later chapters that prepare you for battle, you learn how spy opera-
tions can benefit your company. IBM was known to do fantastically
detailed competitive analyses on Sun Microsystems and Hewlett-
Packard. The level of specifics is astounding but provides a good blue-
print for how thoroughly you should understand your competition
today. One IBM report details Sun’s influence in seven market seg-
ments—enterprise resource planning for large companies, supply
chain management, front-office systems, data warehousing, design
automation and engineering, software development, and e-commerce.
The report continues by showing Sun’s influence spread across five
industry segments—retail, energy, healthcare, publishing, and service
providing. It drills all the way down to detailed percentages of business
in certain sectors and then for specific accounts in which it believes
Sun has focused extra energy.

The report goes on to discuss Sun’s foray into advanced disk arrays
for data-storage systems, and predicts Sun will initially try to capture
the storage associated with Sun’s own server sales, then branch out
from there. (Many companies have matched other manufacturers’ stor-
age systems with their Sun servers for big applications, so this is a log-
ical place for Sun to steal back some business.)

The detailed IBM reports are a classic example of one competitor
knowing the exact strengths and weaknesses of another competitor,
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complete with a prediction of how marketing muscle and developmen-
tal limits will prompt the competitor to its next step.

Great to have, but how should one actually use such elaborate
knowledge?

One use is to know when and where a competitor will be ready for
a fight, and to know where they feel vulnerable and likely to avoid a
fight. IBM leaders can read these reports and decide if they should
challenge Sun’s strategy of selling storage units to current customers,
or allow Sun to focus on that specific market segment while IBM con-
centrates on a different segment.

This is a good time to introduce one other key point that many great
leaders know: One of the best ways to win a battle is to make your opponent
choose not to fight. They will not fight you if they believe they will lose.
When Microsoft Corporation reached its zenith, you didn’t see many
other companies stepping forward with a new word processor or spread-
sheet product. Microsoft Word and Microsoft Excel were the acknowl-
edged kings in this arena. End of story. Few dared challenge them.

That’s the easiest battle to win—the one that the enemy avoids.
Surprisingly, where a Microsoft challenger did appear was to the

Microsoft Windows operating system. But why would anyone tackle
the firmly entrenched, dominant OS?

The challenger dared to make its claim by initially focusing on a
different, albeit smaller, market space and business model. The upstart
Linux operating system was aimed at users who preferred Unix and
who wanted to run Unix on Intel-chip PCs. In this case, Linux did not
establish a new market space per se. It attacked a tiny fraction of a
huge market and focused on people who wanted free software. It
gained a foothold with some loyal followers before it ever appeared on
the radar as a threat.

The distribution model for Linux was far different from Micro-
soft’s, even downright radical. Linux is distributed as free software.
Because Linux didn’t directly challenge Microsoft, but rather a small
segment of the overall OS market, it was able to continue building on
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that foothold. It then grew to the point where it became a true chal-
lenger, slowly intruding into Microsoft’s turf at a vulnerable time when
the giant was busy with a massive federal investigation.

�Find and take over a space where your opponent has no allies. Grab
a position that your opponent isn’t sure is worth fighting for. Work
when your opponent is distracted elsewhere. Pick a vulnerable time.

Analyzing Linux in recent years, it also was difficult to predict that
this upstart with no clear leader at the helm would someday rise to
challenge Microsoft as a dominant OS. Linus Torvalds may have
started Linux, but its open model, allowing anyone to offer additions
and modifications, makes Linux effectively leaderless. Linux hasn’t
won yet. It likely will not win in the classic sense of total market domi-
nation. But it survives and prospers because it owns its space, shows no
fear, and sets the rules for battle.
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